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 Introduction  

Together with the UCServer, a web service is always installed, which is permanently con-

nected to the UCServer. The release of UCServer Webservice allows you to use ProCall Mo-

bile, ProCall (desktop) and other web applications, not only in the local network, but also 

over the internet or from home. The use of these applications over the internet requires 

access to this UCS server from the internet, as well as STUN and TURN servers for the use 

of audio and video chat. At release, we differentiate between three different scenarios. 

1. Release without DMZ 

2. Release with DMZ 

3. Release with the help of our supplementary online services (UCConnect) 

The supplementary online services are not covered by this document. 
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 Requirements 

The following requirements must be met to launch the UCServer Webservice: 

 Public IP address 

Your Internet access must have a public IP address  

 DNS entry 

The public IP address must be resolvable via a DNS entry. Add a DNS A Record to 

your domain (such as ucws.domain.com), use your public IP address 

 SSL certificate 

The certificate should be issued by a public certification authority (CA), which is 

considered trustworthy by current browsers and operating systems. If you are 

working with a self-signed certificate, the connection is encrypted, but not secure 

against tapping. This makes it impossible to use browser applications 

Caution 

A trustworthy certificate is mandatory for the use of browser applications. 
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 Release 

3.1. Overview 

Basically, there are three different technical options that have to be considered when 

launching the UCServer Webservice. 

1. The UCServer has a public IP address, i.e. it is directly connected to the Internet 

2. The UCServer has no public IP address, i.e. it is located behind a NAT device and 

"port forwarding" is used 

3. The UCServer has no public IP address, i.e. it is behind a NAT device and will use an 

"http reverse proxy" 

Depending on the structure of your IT infrastructure (with/without DMZ), we recommend a 

different approach. 

DMZ Location UCServer Method 

No LAN 
Port Forwarding 

Yes DMZ 

Yes LAN http Reverse-Proxy 

 

Port Forwarding  

LAN

UCServer
+

Webservice

N
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T
-R
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u

te
r

ProCall Mobile

Internet

 

Configure the NAT router with port forwarding, the encryption (TLS) of the communication 

is done by UCServer Webservice. These settings can be found in the UCServer administra-

tion in the menu under Tools >> Network interfaces. 
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http Reverse-Proxy 
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An http reverse proxy is a server that accepts http(s) inquiries and forwards them to a 

server in the private network. This http reverse proxy requires the SSL certificate. The com-

munication is forwarded to the UCServer via http (on the network interface of the Web-

Service http) or https (on the network interface of the "WebService https").  

You can use as a server, for example, nginx (proxy_pass), Apache (mod_proxy, ProxyPass), 

or Microsoft® IIS (Application Request Routing).  

Note 

The http reverse proxy must also allow WebSocket connections (RFC 6455) in addition to 

http GET and POST. 

3.2. Configure UCServer 

Depending on the scenario, different configurations must be made at the UCServer. 

 Port forwarding 

IP ports 

In UCServer administration, you can view and change the network settings of the UCServ-

ers in the menu under Tools >> Network interfaces. In the default settings, the UCS server 

answers requests via http on port 7224 and https on port 7225. Normally, this setting 

doesn’t need to be changed. 

SSL certificate 

In the case of port forwarding, all requests from the internet are received directly from 

UCServer Webservice, so it is also responsible for the encryption of the connection. We 

strongly recommend using https with a trustworthy SSL certificate. If necessary, request 

an SSL certificate for your DNS name from a public certification authority. If you are work-

ing with a self-signed certificate, the connection is encrypted, but not secure against tap-

ping and the use of browser applications is not possible. 
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In the UCServer administration, you can store a certificate in PFX format under Tools >> 

Network interfaces >> WebService https. 

Set-up port forwarding 

Configure port forwarding on your NAT router by forwarding port 443 TCP from your public 

IP to the https port of the UCServer Webservice (default: 7225).  

 http reverse proxy 

IP ports  

In UCServer administration, you can view and change the network settings of the UCServ-

ers in the menu under Tools >> Network interfaces. In the default settings, the UCS server 

answers requests via http on port 7224 and https on port 7225. Normally, this setting 

doesn’t need to be changed. 

SSL certificate 

In the case of http reverse proxy, all requests from the internet are first accepted by the 

proxy and then forwarded to UCServer Webservice, so the proxy is also responsible for the 

encryption of the connection. We strongly recommend using https with a trustworthy SSL 

certificate. If necessary, request an SSL certificate for your DNS name from a public certifi-

cation authority. If you are working with a self-signed certificate, the connection is en-

crypted, but not secure against tapping and the use of browser applications is not possi-

ble. 

Depending on requirements, you can forward the requests within your LAN via unen-

crypted http or TLS encryption. If you prefer an encrypted connection within your LAN as 

well, you can define a certificate in PFX format in the UCServer administration under Tools 

>> Network interfaces >> WebService https. 

3.3. Install and configure http reverse proxy 

Theoretically, all standard http reverse proxy servers can be used that allow http GET and 

POST and WebSocket connections (RFC 6455). 

Within the framework of this document, the implementation of three different proxy serv-

ers will be specifically covered. Depending on their abilities and preferences, both Mi-

crosoft Windows and Linux can be selected as the operating system. 

Microsoft Windows compatible 

 Microsoft Internet Information Services (IIS) 

 Apache HTTP Server 

Linux compatible 
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 nginx 

 Apache HTTP Server 

 Microsoft Internet Information Services (IIS) 

Requirements 

 Microsoft Internet Information Services (IIS) from Version 10 

 WebSocket Protocol Feature for IIS 

 Application Request Routing (ARR) from Version 3 (https://www.iis.net/down-

loads/microsoft/application-request-routing) 

 URL Rewrite Module for IIS from Version 2 (https://www.iis.net/downloads/mi-

crosoft/url-rewrite) 

Installation and preparation of Microsoft Internet Information Services (IIS) 

1. Install Microsoft Internet Information Services (IIS) on the desired server. Download 

the installation package or add the role via the server administration 

2. Add the WebSocket protocol feature 

 

3. Install the Application Request Routing (ARR) package 

4. Install the URL Rewrite module 

Configuration of Microsoft Internet Information Services (IIS) 

In order to establish the proxy function, all components involved must be set up in the 

next step and configured according to your infrastructure. 

Configure SSL Certificate 

It is recommended to use a trustworthy SSL certificate. Set up a server certificate for IIS, as 

suggested by Microsoft: https://technet.microsoft.com/en-us/cc731977 

https://www.iis.net/downloads/microsoft/application-request-routing
https://www.iis.net/downloads/microsoft/application-request-routing
https://www.iis.net/downloads/microsoft/url-rewrite
https://www.iis.net/downloads/microsoft/url-rewrite
https://technet.microsoft.com/en-us/cc731977
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Set up a reverse proxy website 
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1. Add a new website 

 

2. Fill in the required fields (see example below) 

 

a. The path specification is not particularly relevant since no website is deliv-

ered. IIS will still create a web.config file. We recommend the path: 

C:\inetpub\wwwroot\ReverseProxy  

b. Use https as a binding type 

c. Set the host name that corresponds to your DNS entry and certificate 

d. Select the certificate you have previously stored 
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Configure the URL rewrite module 

1. Double-click the newly created website and open URL Rewrite 

 

2. Click Add Rule(s) ... and select Reverse Proxy 

 

3. If you receive the following warning, confirm with OK 

 



UCServer Webservice Release  Page 13 of 21 

4. In the next dialog box, enter the information as to where the requests are to be for-

warded 

  

a. Enter in Inbound Rules the DNS name or the IP address to which the re-

quests are to be forwarded (for example, UCServer, Firewall). Also add the 

desired port 

b. If you enable SSL offloading, the requests are forwarded unencrypted. It is 

assumed that the option was activated 

5. In this way, add two identical rules 
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6. Open the top rule with a double-click and edit Match URL and Action  

 

 

a. Under Match URL, a regular expression must be placed to map the upgrade 

of http(s) to a ws(s) connection. In the following template, replace <DNS 

NAME> with your DNS entry 

^(.+)s://<DNS NAME>/ws/client/websocket(.*) 

b. Under Action, define how the URL is to be copied and to which DNS name or 

IP address the request is forwarded. In the following template, replace <RE-

WRITE TARGET> with the desired forwarding destination and <PORT> with 

the configured port 

(R:1)://<REWRITE TARGET>:<PORT>/ws/client/websocket{R:2} 

c. Select Stop processing of subsequent rules 
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7. Open the second rule with a double-click and edit Match URL and Action 

 

 

a. Under Match URL, a regular expression must be stored, which still redirects 

all requests not recorded by the first expression. An amendment of the 

template is not necessary 

(.*) 

b. Under Action, you define how the URL is to be copied and to which DNS 

name or IP address the request is forwarded. In the following template, re-

place <REWRITE TARGET> with the desired forwarding destination and 

<PORT> with the configured port 

http://<REWRITE TARGET>:<PORT>/ {R:1} 
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Complete and check the configuration 

To complete the configuration, please select UCServer Administration and navigate to the 

Online Services section under Use your own server, click Configure Now… 

 

Please accept the privacy and the contract data processing policy for the use of push ser-

vices for ProCall Mobile in the following dialog box.  

 

You can use the integrated diagnostics function to check whether UCServer Webservice 

was successfully launched. 
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Enter your DNS name under Hostname and enable the SSL connection. A diagnosis will be 

carried out. The launch was successfully carried out if you receive a similar image to the 

screenshot above. 
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 nginx 

nginx installation 

Install nginx over the package management of your Linux distribution, e.g. on Ubuntu: 

 

$ sudo apt-get update 

$ sudo apt-get install nginx 

 

nginx configuration 

1. In /etc/nginx/sites-available create a new configuration file named reverseproxy 

and copy our Fehler! Verweisquelle konnte nicht gefunden werden. in this file  

2. It is recommended to use a trustworthy SSL certificate. Complete the SSL configu-

ration as shown http://nginx.org/en/docs/http/configuring_https_servers.html 

3. In the example, replace <DNS NAME> with your DNS entry, <REWRITE TARGET> with 

the desired forwarding destination, and <PORT> with the configured port 

4. Activate the configuration /etc/nginx/sites-enabled by creating a symbolic link to 

the configuration file under: 
$ cd /etc/nginx/sites-enabled 

$ sudo ln -s /etc/nginx/sites-available/reverseproxy 

5. Restart the nginx service 

sudo systemctl restart nginx.service or sudo service nginx restart 

  

http://nginx.org/en/docs/http/configuring_https_servers.html
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Complete and check the configuration 

To complete the configuration, please select UCServer Administration and navigate to the 

Online Services section under Use your own server, click Configure Now… 

 

Please accept the privacy and the contract data processing policy for the use of push ser-

vices for ProCall Mobile in the following dialog box.  

 

You can use the integrated diagnostics function to check whether the UCServer web ser-

vice was successfully launched. 
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Enter your DNS name under Hostname and enable the SSL connection. A diagnosis will be 

carried out. The launch was successfully carried out if you receive a similar image to the 

screenshot above. 
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nginx sample configuration 
server { 

    listen  80; 

    server_name <DNS NAME>; 

    rewrite ^ https://$server_name$request_uri? permanent; 

} 

server { 

 listen 443 ssl; 

 server_name <DNS NAME>; 

ssl on; 

 ssl_certificate /etc/ssl/certs/fullchain.pem;  

 ssl_certificate_key /etc/ssl/certs/privkey.pem;  

index index.html index.htm; 

 proxy_read_timeout 3600s; 

  

 # https://raymii.org/s/tutorials/Strong_SSL_Security_On_nginx.html 

 add_header Strict-Transport-Security max-age=63072000; 

 ssl_protocols TLSv1 TLSv1.1 TLSv1.2; 

 ssl_ciphers 'EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH'; 

 ssl_prefer_server_ciphers on; 

 ssl_session_cache shared:SSL:10m; 

 # DHE generated with 

 # cd /etc/ssl/certs && openssl dhparam -out dhparam.pem 4096 

 ssl_dhparam /etc/ssl/certs/dhparam.pem; 

 

 location / { 

  proxy_set_header X-Real-IP $remote_addr; 

  proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 

  proxy_set_header Host $http_host; 

  proxy_set_header X-NginX-Proxy true; 

  proxy_pass http://<REDIRECT TARGET>:<PORT>; 

  proxy_redirect off; 

 } 

 location /ws/client/websocket { 

  proxy_pass http://<REDIRECT TARGET>:<PORT>; 

  proxy_http_version 1.1; 

  proxy_set_header Upgrade $http_upgrade; 

  proxy_set_header Connection "upgrade";   

 } 

} 


